AES Cryptosystem IP-AES-128P

AES Cryptosystem

IP-AES-128P
February 20, 2008 Product Specification
IP-AES-128P
(Machine Learning Laboratory, Inc.) ECB, CBC, CFB,
228-0803 3-1-12 OFB, CTR
Phone: 042-705-0377 GHD) 32
Fax:  042-705-0378 G 128
E-mail: ipcore@ml-labo.com (clock) l0+3( 128Dt )
12+3(  192-hit )
URL: http://www.ml-labo.com/ 14+3(  256-bit )
1 9.8 ( 128-bit )
85(  192-hit )
75(  256-bit )
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) 2 204MHz
. . 128/192/256-bit
) 2 2.0Gbps ( 128-bit )
* D 32-bit 1.7Gbps (  192-bit )
. :128-bit 1.5Gbps ( 256-bit )
. - ECB/CBC/CFB/OFB/CTR 8
° - 204MHz VHDL
Xilinx XC5V LX50-3 VHDL
. > 1.5CGbps 2.0Gbps
Xilinx XC5V LX50-3
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(2bit)
KEY_LEN ' 0.128,1.192,2 256
AES (Advanced Encryption Standard) KEY_SYNC '
(NIST) KEY_IN [ (32bit)
(FIPS) IV_SYNC I
AES IV_IN I (128-bit)
DATA_SYNC [
DATA_IN [ (128hit
IP-AES-128P NIST  FIPS-197 BUSY o
128-bit AES VALID O
IP-AES-EP DATA_OUT ) (128bit)
CLK
7.5 9.8 RESET, ENABLE
IP-AES-128P Pinout
Nk Nr
: Decoder Pinout .
IP-AES-128P (bit) Nk NF
—PCLK ENCDEC_MODE fe—— 128-bit 4 10
— RESET OPE_MODE | 192-bit 6 12
3 256-bit 8 14
— JENABLE OPE_LEN [———
KEY_SYNC KEY_LEN [~
o 32-bit Nk
—IV_SYNC KEY_SYNC
128
— JIDATA SYNC VALD b} AES
—te] DATA_IN DATA_OUT |ty
128 _ - 128 Nkx (Nr ) Nk

: 1/O Description

I/O | Description CLK J_U—Umj m—uj —|_

CLK |

RESET ' KEY_SYNC _/_\

ENABLE |

Key Word Sequerice Ky, Kq, Ky, ...

ENCDEC_MODE ' |o- : 1o KEY_IN /K_oleXK_zX_ KNKK

(2bit)

OPE_MODE ' | 0-ECB,1-CBC,3_CFB, 4 BUSY | -
L OFB,5-CTR

OPE LEN , | cFBOFB

(2bit)
0.1,1.8,2.32 3.128
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128-bit
IV_SYNC Xilinx FPGA
oLk : IP-AES-128P
BRAM
IV_SYNC _/_\ XC2V 3000-6 4,931 4 100 MHz
XC4V LX40-12 4,819 4 149 MHz
v [\ XC5V LX50-3 | 1,238 4 204 VHz
CLK ISE  Properties Global
Effort High / Normal Speed
BUSY
DATA_IN
128-bit
DATA_IN
DATA_SYNC
DATA_IN AES
Nr
BUSY O
DATA_OUT
128-bit
DATA_OUT
VALID
ok L
ENCDEC_MODE
OPE_MODE
OPE_LEN
DATA_SYNC 7/7 \
DATA_IN /7 \
VALID /7 L
DATA_OUT /7
BUSY
3
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